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Abstract

Financial institutions face the dual challenge of adhering to strict regulatory requirements for client communications while
meeting customer expectations for convenient, familiar messaging channels. This paper introduces an innovative SMS federation
system designed to bridge this gap. The proposed solution enables financial firms to communicate with clients via SMS while
maintaining full compliance with regulatory standards for message logging, auditing, and data retention. By integrating a secure
messaging application with virtual phone numbers and an SMS API, the system creates a compliant channel that appears as
standard SMS to end-users. This paper outlines the technical architecture of the system, discusses implementation considerations
including integration with existing infrastructure, and explores the benefits and potential challenges of adoption. The SMS
federation system presents a promising approach for financial institutions to enhance customer engagement without
compromising regulatory obligations, potentially setting a new standard for compliant digital communication in the financial

sector.

Introduction

In the rapidly evolving landscape of financial services,
institutions face a growing challenge: balancing strict
regulatory compliance with the need to engage customers
through their preferred communication channels. Financial
regulations mandate that all communications from regulated
firms occur through compliant channels, ensuring
transparency, accountability, and consumer protection.
However, customers increasingly prefer familiar, convenient
messaging methods such as SMS (Short Message Service).
This paper introduces an innovative solution: a compliant
SMS federation system that bridges the gap between
regulatory requirements and customer preferences. By
enabling financial institutions to communicate with clients via
SMS while maintaining full compliance with regulatory
standards, this system offers a path to enhanced customer
engagement without compromising on legal obligations.

Background

Financial Regulations on Communications

Financial institutions operate in a highly regulated

environment, with communications being a critical area of

oversight. Regulations such as the Markets in Financial

Instruments Directive II (MiFID II) in Europe and the Dodd-

Frank Wall Street Reform and Consumer Protection Act in the

United States impose strict requirements on how financial

firms communicate with their clients.

Key regulatory requirements include:

e Comprehensive logging of all client communications

e [ong-term storage of communication records (often 5-7
years)

e Ability to provide full audit trails of conversations

e  Ensuring the integrity and non-repudiation of messages

e Protection of sensitive financial information

These regulations aim to prevent fraud, protect consumers,

and maintain the integrity of financial markets. However, they

can also create barriers to adopting new communication

technologies that customers prefer.

Customer Communication Preferences
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Despite the regulatory environment, customer preferences are

shifting towards more immediate and familiar communication

methods. SMS, in particular, remains a popular choice:

e As of 2020, 5.2 billion people use SMS worldwide
(GSMA Intelligence, 2021)

o 90% of SMS messages are read within 3 minutes of
receipt (MobileSquared, 2010)

For financial institutions, engaging customers "where they

are" is crucial for maintaining relationships and providing

timely service. The challenge lies in reconciling these

preferences with regulatory requirements.

The SMS Federation Solution

System Overview

The proposed SMS federation system creates a bridge
between a secure, compliant messaging platform and standard
SMS. This solution allows financial institution employees to
communicate through a compliant channel while enabling
customers to use familiar SMS.

Key components of the system include:

A secure messaging application for financial institution
employees

Virtual phone numbers mapped to employee accounts

An SMS provider API for sending and receiving messages.
A federation bot that routes messages between systems

Technical Architecture

The system's architecture is designed to maintain compliance
while providing a seamless experience for both employees
and customers. Here's a detailed breakdown of the workflow:

Initial Setup

The system creates a stand-in account for each SMS contact
within the secure messaging app. A chatroom is established
containing the employee, the stand-in contact account, and a
federation bot. A virtual phone number is mapped to the
employee's account.

Outgoing Messages

When an employee sends a message in the secure chatroom,
the federation bot intercepts it. The bot uses the SMS API to
send the message as an SMS to the customer's phone number,
using the employee's mapped virtual number as the sender.

Incoming Messages

When a customer replies via SMS, it's received by the SMS
API's webhook. The message is processed and posted in the
appropriate chatroom, appearing as a message from the stand-
in contact account.

This architecture ensures that all messages, regardless of their
origin, pass through the secure messaging system where they
can be logged, stored, and audited in compliance with
regulations.
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Fig 1: System diagram showing the setup and workflow for
SMS federation

Compliance Features

The SMS federation system incorporates several features to
ensure regulatory compliance:

Message Logging: All messages, both incoming and
outgoing, are comprehensively logged within the secure
messaging system.

Data Retention: Messages are stored for the required retention
period (e.g., 7 years) in a secure, tamper-proof manner.
Audit Trails: The system maintains detailed audit trails,
including timestamps, sender and recipient information, and
message content.

Encryption: Messages within the secure messaging system are
encrypted end-to-end, ensuring data protection.

Access Controls: Strict access controls ensure that only
authorized personnel can view message logs and audit trails.

Implementation Considerations

Integration with Existing Systems
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Implementing the SMS federation system requires careful
integration with existing infrastructure:

CRM Integration: The system should integrate with the
institution's Customer Relationship Management (CRM)
system to maintain up-to-date contact information and
communication histories.

Compliance Tool Compatibility: Existing compliance and
auditing tools must be able to access and analyze the logs and
audit trails produced by the federation system.

Scalability and Performance

As financial institutions often handle large volumes of
communications, the system must be designed for scalability:
Load Balancing: Implement load balancing for the SMS API
and message processing components to handle high volumes
of simultaneous messages.

Redundancy: Ensure redundancy in all critical components to
maintain service availability.

Database Optimization: Optimize database operations for
efficient storage and retrieval of large volumes of message
data.

User Experience

The success of the system depends on a seamless user
experience for both employees and customers:

Employee Interface: The secure messaging app should have
an intuitive interface, clearly distinguishing between in-app
messages and federated SMS conversations.

Customer Transparency: Customers should be informed that
they're communicating with the financial institution via SMS,
possibly through an initial message or periodic reminders.

Benefits and Challenges

Advantages

The SMS federation system offers several key benefits:

1. Enhanced Customer Engagement: By meeting customers
on their preferred platform, institutions can improve response
rates and customer satisfaction.

2. Regulatory Compliance: The system ensures all
communications are logged, stored, and auditable, meeting
regulatory requirements.

3. Operational Efficiency: Centralizing communications in
one system can streamline operations and reduce the risk of
missed messages.

Potential Hurdles

Implementing such a system also comes with challenges:

1. Initial Setup Complexity: The initial configuration,
including virtual number mapping and stand-in account
creation, can be complex.

2. Employee Training: Staff will need training to effectively
use the new system and understand its compliance
implications.

3. Regulatory Approval: Institutions may need to seek
approval from regulatory bodies to ensure the system meets
all compliance requirements.

4. Security Concerns: While the system is designed to be
secure, the use of SMS (which is not end-to-end encrypted)
may raise security concerns that need to be addressed.

Conclusion

The SMS federation system presents an innovative solution to
the challenge of balancing regulatory compliance with
customer communication preferences in the financial sector.
By enabling institutions to engage customers through familiar
SMS channels while maintaining a fully compliant
communication infrastructure, this system offers a path to
enhanced customer relationships without compromising on
regulatory obligations.

As the financial services landscape continues to evolve,
solutions like this SMS federation system will play a crucial
role in helping institutions adapt to changing customer
expectations while navigating complex regulatory
environments. Financial institutions should consider
implementing similar approaches to stay competitive and
compliant in an increasingly digital world.
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